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The challenges posed by cyberterrorism and their impact on society are expected to
persist and even increase in the future. Despite ongoing efforts to address these challenges
through policies and practical measures, devising effective and legitimate strategies remains
complex due to the dynamic and global nature of the field. Extensive research is required to
identify appropriate measures that are both effective in the short term and sustainable in the
long run. Collaboration between policymakers and researchers can facilitate the identification
of urgent research areas, enabling policy and practice to benefit from evidence-based insights.

To develop comprehensive policies and research programs that effectively tackle
digital threats, it is crucial to investigate and address the key issues at hand. The research in
the article aims to provide an overview of significant and pertinent challenges that
policymakers and researchers should consider. However, an overview alone is insufficient. A
broader, high-level perspective is necessary to prioritize policy measures and research topics
and to develop long-term strategies capable of addressing evolving challenges. This research
aims to present a holistic view that contextualizes the discussed topics within the broader
landscape of policy and research.

Looking ahead, it is essential to anticipate the grand challenges that policy and
research will face in the next one or two decades. Building upon existing challenges, we must
also consider the transformative trends that will shape the future landscape of cyberterrorism
and their mitigation. Identifying these trends, which have the potential to significantly impact
society, allows us to better prepare for the future. By mapping out these trends and their
implications for policy and research, we can establish a solid foundation for addressing the

enduring challenges of securing and inclusively navigating the realm of digital threats.



Trends in Cyberterrorism

There has been an identification of not just one or two, but a remarkable count of
seven extraordinary trends. These powerful forces possess the potential to revolutionize and
reshape the very fabric of how we perceive and confront the ever-evolving landscape of
cyberterrorism and the intricate web of their mitigation strategies. These trends, though not
necessarily triggering an abrupt departure from the prevailing status quo, slowly unfurl their
transformative effects over an extensive temporal expanse. And yet, their subtle emergence
acts as a catalyst, bolstering and fortifying the ongoing currents of progress, demanding a
paradigm shift in how we navigate the realms of policy formulation, practical
implementation, and scholarly inquiry. The trends themselves manifest in two distinct
constellations, each commanding its own sphere of influence within the intricate tapestry of
the internet's multifaceted existence. In the first cluster, we venture deep into the various
strata of this digital realm, exploring the very bedrock of its infrastructure, unraveling the
intricacies of its diverse applications, and immersing ourselves in the boundless ocean of its
ever-expanding content. And it is through the interplay and interconnectivity of these
foundational elements that the second cluster of megatrends comes to life, ushering in a
remarkable era of societal transformation. Here, we witness the metamorphosis of crime and
terrorism within the fabric of society itself, where the manifestation of cyberterrorism takes
on new dimensions and demands unprecedented approaches to their systematic
countermeasures.
Privacy Erosion

Amidst high-level discussions on policy formulation and research regarding digital
threats, an intriguing phenomenon emerges: a gradual erosion of privacy. Influenced by
governments' efforts to combat these threats and the widespread use of data, privacy is

diminishing. Both governments and industries are amassing vast amounts of personal data,



outweighing concerns of secure storage. This erosion is driven by technological progress,
diminishing individuals' expectations of privacy. Traditional boundaries of privacy, like
home walls and curtains, are inadequate in the digital realm. Recognizing and addressing this
trend is crucial, as sacrificing privacy in isolated cases perpetuates its erosion. Privacy, like
oxygen, is truly appreciated only in its absence.
The Rise of Datafication

Datafication emerges as a significant trend at the content level. The current era
witnesses the pervasive influence of Big Data, often likened to the new fuel propelling the
economy. The value and importance of data and information are evident in today's Internet
service providers' business models, which thrive on data-driven targeted advertising.
Wearables and health apps, exemplifying the quantified self movement, further demonstrate
this trend by meticulously measuring various aspects of individuals' lives. Datafication entails
the availability of vast amounts of information about individuals and organizations, which
can be exploited for profit or misused for criminal and terrorist purposes. Additionally, in the
realm of Big Data Analytics, correlation takes precedence over causation as the primary
driver of knowledge-based decisions and interventions. While this development holds
promise in combating digital threats, it also introduces new risks associated with statistical or
algorithm-driven decision-making. These decisions may lack transparency and
comprehensibility, even to those responsible for administering justice.
Autonomous Technology

In the realm of technological advancements, the past decades have witnessed the rise
and continuous development of ICT, biotechnologies, and nanotechnologies as the primary
driving forces. These technologies, while still evolving and playing a crucial role in shaping
the future, are now sharing the spotlight with two emerging fields: neurotechnologies and

robotics. While these fields may not necessarily converge, they both rely on intricate and self-



learning processes. As we venture into the coming decades, society will witness the
introduction of numerous applications that possess a high degree of autonomy, seamlessly
adapting and interacting with their surroundings in flexible and resilient ways. The imminent
breakthrough of self-driving cars and increasingly automated Unmanned Aerial Vehicles is
just the beginning, as service robots will soon find their place in various contexts such as
domestic assistance, healthcare, and elderly care.

This shift from conventional tools, which are predominantly mechanical and
predictable, to intelligent tools equipped with sensors and software capable of responding to
environmental stimuli brings forth a multitude of implications for human actions and
interactions. While autonomic technologies open new possibilities, they also pose new
threats. These threats extend beyond the realm of malicious attacks and encompass concerns
regarding malfunctioning and responses in the face of natural disasters. The behavior of
autonomic devices, like self-driving cars, in extreme situations remains largely unknown.

A noteworthy aspect of this trend is the convergence of different enabling
technologies. Hybrid applications such as bio-chips operating at the nano-scale and bionic
limbs connected to the nervous system exemplify this convergence. Additionally, ICT,
serving as the backbone of all technological domains, permeates every facet of applications,
be it in the realms of bio-, nano-, neuro-, or robo-applications. Consequently, vulnerabilities
in or arising from ICT, which are abundantly present, intertwine with nearly all individual

and organizational usage of technological applications.



Attribution of Cyber Threats

Attribution plays a pivotal role in combating and addressing the ever-evolving
landscape of cyber threats and acts of cyberterrorism. It serves as a key that unlocks a
multitude of possibilities beyond mere technical mitigation. Unraveling the identity of the
perpetrator, whether an individual or a group, empowers us to mount effective defenses
against future cyber onslaughts originating from the same source. It is through the diligent
work of offline investigators, including law enforcement, political negotiators, intelligence
agencies, and covert operatives, that valuable intelligence is amassed to guide targeted
actions.

Attribution's significance transcends the realm of mitigation and prevention. It
bestows upon us profound insights into the true essence of an attack, granting us the ability to
delve into the motives that propel these aggressors. It facilitates estimation of their available
resources, determination of the scale of the assault, and unmasking the intricate tapestry of
political or financial motivations that underpin the aggression. In the realm of cyberespionage
and cyberwar, precise attribution becomes a potent instrument to identify the actors on the
global stage, empowering us to deploy countermeasures and execute well-crafted
counterintelligence strategies. It is worth emphasizing that unambiguous attribution is of
utmost importance, serving as the bedrock to justify responsive measures within the
framework of international law. This includes invoking Article 5 of the NATO Treaty,
recognizing the internet as the fifth theater of warfare - "cyber" - and firmly establishing the
culpability of the assailants before initiating any retaliatory actions.

Within the context of police investigations and judicial proceedings, accurate
attribution in cases involving cyberterrorism assumes a pivotal role. It serves as the

cornerstone for constructing a robust legal case against the perpetrator, laying the



groundwork for correlations between related incidents involving the same malevolent actors
or their co-conspirators.
Policies Priorities and Challenges related to Cyberterrorism

The profound dependence of society on information technology in every facet of daily
life has opened up new and expansive avenues for criminal activities. Consequently, we are
bombarded with daily media reports detailing the latest and often severe cybersecurity
breaches, which frequently expose the sensitive information of organizations' customers and
employees. This ongoing dialogue fuels the next wave of public and political debates, delving
into the delicate balance between preserving privacy and liberty while ensuring the overall
security and stability of society as a whole.

Aligned with the exponential growth predicted by Moore's Law, concerns related to
cyberspace have multiplied throughout the 21st century. Each passing year brings forth new
challenges as the global flow of information continues unabated. Criminals and terrorists
appear to thrive in the unregulated and largely ungoverned landscape of cyberspace, posing a
tangible and credible threat not only to national security but to all interconnected sectors of
society worldwide. While technology's relentless progress facilitates vast economic and
social opportunities, it also intensifies the quantity and severity of threats. These emerging
challenges remain largely underreported, underacknowledged, and lacking effective
solutions, yet they pose a critical danger to all sectors of European society. The rapid pace of
technological development has further accelerated, leaving significant knowledge gaps that
hold potential vulnerabilities for European stakeholders. Their awareness and ability to adapt
and implement preventive measures lag behind the ever-evolving field of cyber threats.

The requirement extraction process involved the active participation of over ninety
diverse stakeholders representing various sectors and professions, including government,

civil society, law enforcement, and private organizations, among others. Employing a three-



phase process based on the Delphi methodology, we refined and identified priority areas for
future research on Cyberterrorism. These requirements were assessed and aggregated using
thematic analysis to uncover significant challenges, trends, and priorities, culminating in a set
of key research themes characterized by quantifiable scopes and objectives. Based on the
stakeholders' input, several areas of concern emerged:

Enhanced Investigator capabilites

The rising threat of cyberterrorism encompasses various forms of criminal activities,
necessitating the adaptation of law enforcement. The implications go beyond national
security, affecting all sectors of society. Despite reports of advanced data collection and
analysis by intelligence and law enforcement agencies, there is a lack of expertise in
cybersecurity outside specialized units. Frontline officers often lack awareness and
competence in handling low-level crimes and providing victim support. Internal policies and
security cultures need revision to address the contemporary challenges of cyberterrorism.

Current investigative approaches tend to be reactive, responding to threats after they
have emerged. However, proactive measures are essential, considering vulnerabilities and
exploiting pre-existing weaknesses in technology. Simulated threat exercises, like
'Cyberstorm III' in the UK, should involve the private sector, as critical infrastructure is
primarily privately owned.

To enhance law enforcement capabilities and capacity at national and EU levels,
research should analyze models used by well-funded agencies like Europol and Interpol.
Identifying cost-effective measures to bridge gaps in police capability is crucial. As the
landscape of cyberterrorism evolves, research must keep pace with changes in criminal
behavior and tools. It is also important to disseminate specialist knowledge to other

departments and sectors in an accessible manner.



Training and awareness

Insufficient knowledge has emerged as a fundamental issue across stakeholder
groups, contributing to various concerns. Building legal, policy, investigative, and resilience
frameworks without a solid foundation of epistemic knowledge risks plunging society into an
era of "organized irresponsibility." The lack of understanding stems not only from research
gaps but also from the disregard for consequences in cyberspace. Risk awareness is closely
tied to human agency, trust, and comprehension. Limited specialized and general training,
coupled with historical gaps in computer and information education, lead many to relinquish
their risk awareness responsibilities to experts.

Despite the widespread adoption of network devices and digital services, overall
awareness of best practices and security hygiene remains low. Efforts to promote and
disseminate these principles encounter challenges. The prevailing perception is that
cybersecurity is solely an IT department concern within organizations, perpetuating the
vulnerability posed by the human element. Addressing this requires identifying target
audiences and developing mechanisms tailored to their specific needs. Research should focus
on improving awareness and education by identifying citizens with low technological
proficiency, organizational executives, and IT infrastructure providers. Tailored materials and
mechanisms can enhance proficiency. Evaluating the impact and efficacy of existing
initiatives is crucial to better understand and widely apply best practices and effective
training.

Law Compilance on Cyberterrorism

Any research conducted in the realm of cyberterrorism occurs within the broader
context of society, which significantly influences the execution of such research.

This legal segment aims to identify and analyze the primary legal and ethical concerns

that arise during the course of this research.
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In addition to the well-known issues of social cohesion and discrimination based on
factors like gender, religion, and minorities, which are readily uncovered through traditional
research methods, there are other specific topics of relevance. Data protection emerges as a
crucial aspect encompassing privacy and safeguarding personal information, and it is
currently undergoing legislative reforms at the European level. Moreover, the presence of
illegal content can give rise to legal considerations regarding the research on cyberterrorism,
and it is essential to prioritize the fundamental rights of both victims and suspects in any
deliberations pertaining to cyberterrorism research.

Exploring the Crucial Relationship between Data Protection and Research

With the constant advancement of technology and the emergence of new
technologies, conducting research related to cyberterrorism is of utmost importance.
However, this rapid technological evolution often involves the automatic processing of
personal data belonging to individuals who are either participating in or are the subject of the
research.

For researchers, the primary concern is establishing a lawful basis for processing the
data, which encompasses its collection, processing, storage, and dissemination. It is crucial to
implement measures that ensure the security of personal data, particularly when dealing with
sensitive information.

Engaging in cyberterrorism research inevitably entails compliance with data
protection laws, and the involved parties must be aware of their obligations and
responsibilities. While this may seem restrictive, these rules do provide exemptions for
researchers, striking a balance between academic freedom and the right to data protection,
both of which are fundamental and protected rights.

The significance of research in the field of data protection has never been more

pronounced. Recent events such as Google's and Facebook's policies, the NSA scandal, the
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rapid cross-border flow of data, and the debates surrounding the "right to be forgotten"
underscore the urgent need for data and privacy protection. Understanding the relevance of
data protection in research sheds light on the existing research landscape and identifies areas
that still require investigation, especially in light of the increasing prevalence of
cyberterrorism, including large-scale attacks on companies like Facebook and Google, aimed
at extracting personal data. As the safeguarding of fundamental rights is paramount, data
protection must occupy a central role in cyber research, considering the specific challenges it
poses to these rights.

Regarding research, it is essential to determine the type of research involved and the
data required. Distinguishing between personal and sensitive personal data is crucial, with
greater attention given to the latter. The data used must be relevant to the research at hand.
Decisions must be made regarding the retention period for the data, requiring consent from
the data subjects. Additionally, considerations should be given to anonymizing data for
archival purposes and the potential impact this may have on future research. In the context of
criminal investigations, questions arise regarding the legitimacy of data use and whether it

justifies encroaching upon individuals' rights.
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